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way Destination TWdmiau)
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4. $in13 Block N1sldau intemational Traffic nsdiluifianudndululdau

5. §in15l4au Terminal server Tunsidnfisszuu Server Wit Computer AN

Privileged Access Management
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Brute Force

2. 1 Policy 3wy Password aghatiaen 3 ey

3. fin1srimiun Role-base access Tunisidnfissyuy

4. finnsa¥e Account mu User idiaulussuu

5. N3 Password aEnatee 10 ¢ (dnwslvg, 1n, Shuseiie, duaw)
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1. MUIMSIANISALALA (Risk Management)
2. ASUINITIANISAIU Resource (Resource Management)
3. msamwummm’axﬁawmﬁjﬁaﬁtﬁwﬁuu (Business Continuity Planning)
4. Nsveday (Testing)

5. mMsUsulsuasuly (Review & Update)
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Multi-Factor Authentication
(2FA)

: msBududan 2 9y Humaiing
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1. 715 Login KUU Multi-factor lUgsszuu VPN Access

2. 13 Login wuu Multi-factor lUgtgunsal Network

3,119 Login WUy Multi-factor Wésgunsel Security

4. M3 Login Wy Multi-factor TUgs Hypervisor

5. 715 Login WUy Multi-factor TUgs Operating system

lnumsoungu Operating System (OS) ¥8355UU HIS 138 Software HIS Wustraiat

Web Application Firewall (WAF)
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1. Broken Access Control

2. Cryptographic Failures

3. Injection

4. Insecure Design

5. Security Misconfiguration
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6. Vulnerable and Outdated Components
7. Identification and Authentication Failures
8. Software and Data Integrity Failures

9. Security Logging and Monitoring Failures
10. Server-Side Request Forgery (SSRF)

Reference : https://owasp.org/www-project-top-ten/
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Uneaduvavun luauiiams Alert 2. Malware-Virus Detection #3393unazIRaYU Malware w30 Virus
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\fiofl Event RaUNd vilviaunsa | 3. Blacklist IP nsnsraduuesudadounisidniie IP Address My Blacklist wayszynisidn
Yaeiu uazmauduaaivanawla connection 1¢f
88195790157 4. Unauthorized Access n1sasndumsiindedeyaniessuuitlildsuogn viglisians
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5. DDOS Attack N30T UNgANTsuNTIaNFAlugULUUYE DDOS 161 Wemeusnuazniolu
6. Data Breaches mamswﬁuuamﬁmﬁaumsasLﬁmfmLﬁwﬁﬁagaﬁﬁwﬁmmiwu il
aury Wi
Al Notificati
1. awnsoudafoufuauaseniiniulisiuns Email , Chat
2. annsaudadiousin 10C dmhenudug 18
Dashboard & Report
1. i Dashboard ilemunuuayasIvaBURGRnsTUARUNRT A TuAUsEUURBanIn AN
A severity Iodmausmiiall Timestamp
2. finsagu Report Usydufouiiasieanuimanisnisne fiiedulussuy
lnyuAsauUAgu Operating System (OS) 98333UU HIS %38 Software HIS iustnaey
1 Vulnerability Assessment (VA finssifiunis Vulnerability Assessment (VA Scan) aghatioslar 1 A lusgdu Operating
Scan) system (05) Tagardasiniiiunsuily CVE uasvadlwisneg fiidulnasdedifinudes
: MsATIREBUYBIIMIIvESTTUL géiu Critical, High Tuszuufingivaeu lnuaseunqu Operating System (OS) v83svuy HIS 1o
welvvsuiisnnuidos ndoU Software HIS 1uataae
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doyauaznislauinieleives
12 Software Update 1n135UiAn Software Patching 98353UU HIS waxdin1s¥in Penetration Testing
: N3N5IEBU Version 109 othalesior 1 afa wielinisean Major version Tagavsasiniiunsutluresuilusysu
Software Tviillu Version Update | Severity Critical uaz High \usgnles Inuasaunqu Operating System (OS) ¥8355UU HIS
anqn tieUndadwiflifntuly w30 Software HIS [t iay
Software Version fiauniin
13 Penetration Testing 1in19v11 Penetration Testing ¥8¢ Web Application luguuuuves Gray box w3a Black box

agradoslaz 1 A3y wazduiunisudlulnoasieslufiveduiseiu Severity Critical , High findiu
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Disaster Recovery site (DR)
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fiszuy Disaster Recovery site (OR) lunseianidufiszuumdniitiymuazliamnsaldanls
Tngaysioad DR-Site Tnefnannnmsgn 15027001 wathanuiuldoudsl
1. s28evasEwIng DC-Site U DR-Site Aatlivaanda 60 Alawns
2. foafiszuugudeyaridrftyedinion 1 sEUUTULY DR-site
2. RTO #oawirfunialaiinnnii = 24 4l M?@‘Tjuag;ﬁu Solution
3. RPO Faawinfuvdeliiinnnii = 24 dalu
4. fosdiienansasunanisaasumsnniiunis DR-Site
5. svuuasiiunnsgu IS0 feififueghaies
5.1 15027001 - Information Security Management System
5.2 15027799 - Health Informatics-Information Security Management

TnuAsauAqu Operating System (OS) ¥843¥UU HIS w38 Software HIS {uaghaey
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